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— Tho MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 



• Etiftnsions of time may be available under the provbtons cS 37 CFR 1 .136(a). bi no event, however, may a reply be timety filed 
afler SIX (6) MONTHS from the maling dote of thb communication. 

- the period for reply specified above is less than thiify (30) days, a reply withm the statutory niinimum of thir^ (30) days 

• ir NO peilod for r^tytsspecOied above, the rruudmumsta&itDfy period^ MONTHS from the meiltng date of this communication. 

• Failure to reply mthm the set or extended period for reply wriU, by statute, cause the application to become ABANDONED (35 U.S.C. S 1 33). 
Any reply received by the Ofiice later than three months after the maSng date of this communication, even If timely filed, may reduce any 
earned patent term adjustment See 37 CFR 1.704(b). 

Status 

1 )IS Responsive to communication(s) filed on 27Mav 2004 . 
2a)IS This action is FINAL. 2b)D This action Is non-final. 

3}D Since this application is in condition for allowance except for fbmnal matters, prosecution as to the merits is 
dos^ in accordance with the pracb'ce under Ex parte Quayle, 1 935 CD. 1 1 . 453 O.G. 213. 

Dispo^tion of Claims 

4) [S Claim(s} 1-20 is/are pending In the appOcatlon. 

4a) Of the Btme claim(s) is/are withdrawn from consideration. 

5) 0 Claim($) is/are allowed. 

6) 13 Claim(s) ir^ is/are rejected. 
/)□ Claim(s) Is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10) 0 The drawing(s) filed on is/are: a)D accepted or b)^ objected to by the Examiner. 

Applicant may not request thai any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .S5(a). 
Rei^acement drawing sheet{s) including the conection is required if (he cfravwng(s) is objected to, 37 CFR 1.121(d). 

11) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) 0 Acknowledgment is made of a claim forforeign priority under 35 U.S.C. § 1 19(a)-(d) or (0. 
a)n All b)n Some * 0)0 None of: 

1 .□ Certified copies of the priority documents have been received. 

2.n Certified copies of the priority documents have been received In Application No, . 

30 Copies of the certified copies of the priority documents have been received in this National Stage 
application from the international Bureau (PCT Rule 17.2(a)). 
" See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1. Qaims 1-20 have teen re-examined and are pending with this action. 

Claim Objections 

2. Qaims 16 and 18 are objected to under 37 CFR 1.75(c), as being of improper 
dependent form for failing to further limit the subject matter of a previous claim. 
Applicant is required to cancel the daim(s), or amend the dalm(s) to place the daim(s) 
in proper dependent form, or rewrite the claim(s) in independent form. Claims 15 and 
18 reiterate claims 12 and 14, respectively. 

NOTE: The examiner agree that claims 12 and 14 refers to a telephone line and claims 
15 and 18 refers to a communications line, however, a communication line is broad 
Interpretation of a telephone line. In other words, a telephone line Is a subset or a 
form of a communication line and thus daims 16 and 18 fails to further limit the subject 
matter of a previous daim . 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
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A persin shall be entitled to a patent untess - 

(e) the Invention was described in a patent granted on an application for patent by another filed in the 
Unltied Stat^ before the invention thereof by the applicant for patent, or on an intemattonal 
application by another who has fulfilled the requirem^ts of paragraphs (1), (2)^ and (4) of section 
371(c) of this title before the invention thereof by the applicant for patent 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) do not apply to the examination of this application as the application 
being examined was not (1) filed on or after November 29, 2000, or (2) voluntarily 
published under 35 U.S.C. 122(b). Therefore, this application is examined under 35 
U.S.C. 102(e) prior to the amendment by the AIPA (pre-AIPA 35 U.S.C. 102(e))- 

3. Qalms 1, 4, 10-11, 13, 15, 17, and 19-20 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Green et al. (US 6003084 A). 

As per claim 1, Green teaches a method for protecting data communication, 
traffic between a first communication station (11) (see Fig.2, #216; and col.7, lines 60- 
62) and a second communication station (12) (see Fig.2, #214; and col.7, lines 60-62), 
in which the data is dispatched according to a data protocol from the second 
communication station to the first communication station (see coL5, lines 29-32), 
comprising the steps of: (i) receiving the data from the second communication station 
(12) in a data communication protection device (10) (see col.7, lines 63-66 and col.8, 
lines 16-17), the protection device having i) a first input for connection to an incoming 
communication line receiving the data communication from the second communication 
station, ii) a ^ond input for connection to the first communication station (see Flg.2, 
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and Rg.3bX iii) a comparison and forwarding module connected intermediate ttie first 
input and the second input and ^tablishing a physical communication link between the 
first input and the second input (see Fig.2, #212 and colJ, lines 57-60 ), and iv) a 
memory (see Fig.l, and coL7, lines 36-39 Si 48-57) connected to the comparison and 
forwarding mcKjule, the memory unit storing characteristics of a standardized 
communications prot<x:ol of first communication device (see col. 10, lines 40-43), the 
comparison and forwarding module configured to compare the standardized 
communication protocol to a data protocol of incoming data from the first input (see 
col.5, lines 3-8; coL8, line 66 to col.9, line 5; and col.lO, lines 40-43), and i) to forward 
the incoming data to the second input when the comparison determines the data 
protocol conforms with the standardized communications protocol (see col. 9, lines 41- 
43) and il) to physically oi^n the communication link when the comparison determines 
the data protocol ^lls to conform with the standardized communication protocol (see 
col.lO, lines 40-61; and col.l2, lines 14-19); (ii) comparing the data protocol of the 
data with the standardized communication protocol in the data communication 
protection device (10) (see coL8, line 66 to coL9, line 5), characterized by (iii) 
forwarding data of which the data protocol complies with the standardized 
communication protocol from the data communication protection device (10) to the first 
communication station (11) (see col.9, lines 41-43), and not forwarding data of which 
the data protocol does not comply with the standardized communication probxrol from 
the data communication protection device to the first communication station (see 
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col.lO, lines 40-43, lines 48-57, & lines 60-61; and coL12, lines 14-19) by physically 
opening the communication link within the protection device to prevent a)mmunications 
between the first communication station (11) and the second communication station 
(12) (see col.lO, lines 43-47, 51, and 56-57). It Is Inherent that when communication 
links are physically opened the communication links can no longer transfer current 
thereby preventing data to be communicated and therefore does not patentably 
distinguish the Invention. 

As per claim 4, Green teaches of a data communication protection device (10) 
(see FIg.l and coL7, lines 36-47) arranged for protecting data communication traffic 
between a first communication station (11) (see Fig.2, #216; and colJ, lines 60-62) 
and a second communication station (12) (see Rg.2, #214; and coL7, lines 60-62), 
data being dispatched according to a data prot(xx)l from the second communication 
station to the first communication station (see col.5, lines 29-32), the data 
communication protection device comprising: a first Input for connection to an incoming 
communication line receiving the data communication from the second communication 
station (see Fig.2, and Fig.3b); a second input for connection to the first communication 
station (see Fig,2, and Flg.3b); a comparison and forwarding module connected 
intermediate the first input and the second input and establishing a physical 
communication link between the first input and the second Input (see Fig.2, #212 and 
col.7, lines 57-60); and a memory (see Fig.l, and col.7, lines 36-39 & 48-57) connected 
to the comparison and forwarding module, the memory unit storing characteristks of a 
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standardized cxjmmunications protocol of first communication device (see col.lO, lines 
40-43), the comparison and forvrarding module configured to compare the standardized 
communication protocol to a data protocol of incoming data from the first input (see 
col.5, lines 3-8; col.8/ line S6 to col9, line 5; and col.lO, lines 40-43), and I) to forward 
the incoming data to the second input when the comparison determines the data 
protocol conforms with the standardized communications protocol (see col.9, lines 41- 
43) and ii) to physically open the communication link when the comparison determines 
the data protocol fails to conform with ttie standardized communication protocol (see 
col.lO, line 40-61; and col.l2, lines 14-19)- 

As per claim 10, Green teach« a remote diagnostic and protective device, 
comprising: a first Input for connection to an incoming communication line (see Fig.2, 
and Fig3b); a second input for connection to a communication apparatus (see Fig.2, 
and Rg.3b); a comparison and forwarding module connected intermediate the first 
input and the second input and establishing a physical communication link tetween the 
first input and the second input (see Fig.2, #212 and col.7, lines 57-60); and a memor/ 
(see FIg.l, and coL7, lines 36-39 & 48-57) connected to the comparison and forwarding 
module, the memory unit storing characteristics of a standardized communications 
protocol (see col. 10, line 40-43), the comparison and forwarding module configured to 
compare the standardized communication protocol to a data protocol of incoming data 
from the first input (see col.5, lines 3-8; col.8, line 66 to col.9, line 5; and col.lO, lines 
40-43), and i) to forward the incoming data to the second input when the comparison 
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determines the data protocol conforms with the standardized communications protocol 
(see col.9, lines 41-43) and ii) to physically open the communication link when the 
comparison determine the data protocol fails to conform with the starKlardized 
communication protxxx)! (see col.lO, lines 40-51; and col. 12, lines 14-19). 

As per claims 20, Green further teadies wherein the standanJIzed communication 
protocol is other than a TCP/IP protocol component (see col.ll, lines 44-47). 

As per claims 11, 13, 15, 17, and 19, Green further teaches wherein when the 
comparison and forwarding module opens the communication link, a data file of the 
incoming data is stored in the memory (see col.4, lines 31-33 & 48-61 and col.5, line 6). 

Claim Rejections - 35USC §103 

The following is a quotation of 35 U-S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this OfRce action: 

(a) A patent may hot be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title. If the differences between the subject matter sought to be patented 
and the prbr art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skin in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the inventton was made. 

A. Qaims 12, 14, 16, and 18 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Green et al. (US 6003084 A). 

As per claims 12, 14, 16, and 18, Green does not explicitly teach wherein, the 

first input Is for connection to an incoming telephone line; the second input is for 

connection to a telefax machine or photocopy madiine; and the memory unit stor^ 
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characteristics of a standardized protocol of telefax communication or standardized 
protocol of photocopy communication, the comparison and forwarding module is 
configured to compare the standardized telefax protocol or the standardized photocopy 
protocol to the data protocol of incoming data from the first input, and i) to forward the 
incoming data to the second input when the comparison determines the data protocol 
conforms with the standardly telefax protocol or the standardized photocopy protocol 
and ii) to physically open the communication link when the comparison determines the 
data protocol fails to conform with the standardized telefax protocol or the standardized 
photocopy protocol. However Uiese differences are only found in nonfunctional 
descriptive material and are not functionally involved In the steps recited. The 
comparison to the standardized protocol step, the forwarding to the second input step 
when conformation is verified, and the physically opening step when conformation is 
not verified, will be performed the same regardless of the protocol implemented. Thus 
this descriptive material will not distinguish the claimed invention from prior art in terms 
of patentability and the patent office will not issue patents based on each different 
protocol implemented, see In re Gulack, 703 F.2d 1381, 1385, 217 USPQ 401, 404 
(Fed. Qr. 1983); In re Lowery, 32 F.3d 1579, 32 USPQ2d 1031 (Fed. Or. 1994). 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to implement any protocol as the standardized protocol 
because such imi^ementatlon does not functionally relate to the steps in the method 
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daimed because the subjective interpretation of the protocol does not patentably 
distinguish the daimed invention. 

5. Qaims 2 and 5 rejected under 35 U.S.C 103(a) as being unpatentable over 
Green et al. (US 6003084 A) in view of Azuma et al. (US 6430150 Bl). 

As per claims 2 and 5, Green teaches all the limitations except that, after It has 
emerged during the comparison/forwarding means of the data protocol that the latter 
does not comply with the at least one standardized protocol, a warning means is 
generated. Azuma teaches of a warning means (see col.9, lines 23-25 & lines 29-32). 
It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to employ the teachings of Azuma within the system of Green, by 
implementing a warning mechanism within the data communication protection device 
and method because this would allow for a notification mechanism to either an 
administrator or even a device such as a firewall, to take the necessary steps to avoid a 
possible hacker. By merely adding a warning mechanism does not patentably 
distinguish an invention over prior art because the alarming means is by dioice rather 
than a necessity. 

6. Qaims 3 and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Green et al. (US 6003084 A) in view of Engel (US 5124984 A). 
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As per claim 3, Green further teaches all the limitations except that, after it has 
emerged during the comparison of the data protocol that the latter does not comply 
with the at least one standardized protocol, a data file containing data of the data 
communication traffic and the second rommunication station (12) is stored. Engel 
teaches of storing all access Into a list (see Rg.3, #110; col.4, lines 42-45; and coLlO, 
lin^ 50-51). It would have been obvious to a f^rson of ordinary skill in the art at the 
time the Invention was made to employ the teachings of Engel within the system of 
Green, by storing the not forwarding data within the data communication protection 
method because; this would allow for the device to keep a record of possible 
unauthorized communication stations; due to network problems, avoid having to buffer 
the data again; or use this data to generate a reply (see Green: col. 10, line 60 to 
col.ll, line 4). 

As per daim 8, Green further teaches of a device, characterized in tiiat the 
device comprises Interface means (see col.7, lines 44-47) for exchanging date relating 
to the date communication traffic and the second communication stetion (12) with an 
external processing device (see col. 10, lines 9-16). Green does not teach that the date 
are stored after it has emerged during the comparison of the date protocol that the 
latter does not comply with the at least one stendardized protocol. Engel teaches of 
storing all access into a list (see Fig.3, #110; col.4, lines 42-45; and coLlO, lines 50- 
51). It would have been obvious to a person of ordinary skill in the art at the time the 
inventton was made to employ the teachings of Engel within the system of Green, by 
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storing the not forwarding data wldiin the data communication protection device 
because; this would allow for the device to keep a record of possible unauthorized 
communication stations; due to network problems, avoid having to buffer the data 
again; or use this data to generate a reply (see Green: col.lO, line 60 to col.ll, line 4). 

7. Claims 6 Is rejected under 35 U.S.C. 103(a) as being unpatentable over Green et 
al. (US 6003084 A) in view of Boebert et al. (US 5864683 A) and Engel (US 5124984 A). 

As per dalm 6, Green teaches all the limitations except that the device 
furthermore comprises display means (17) linked to the comparison/forwarding means 
(15), the display means (17) displaying data relating to the data communicatk}n traffic 
and the second communication station (12), which data are stored after it has emerged 
during the comparison of the data protocol that the latter does not comply with the at 
least one standardized protocol. Boebert teaches display means, the dis|:day means 
displaying data relating to the data communication traffic and the second 
communication station (see cot.l3, lines 22-28). It would have been obvtous to a 
person of ordinary skill in the art at the time the invention was made to employ the 
teachings of Boebert within the system of Green, by displaying data relating to the both 
communication stations within the data communicatton protection device because 
Green teaches of monitoring the communications (see Green: col.2, line 14; col.5, line 
39; and col.ll, lines 57-60) and a visual display is another form of monitoring which 
can be performed. Engel teaches of storing ail acces into a list (see Rg.3, #110; col.4. 
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lines 42-45; and col.lO, lines 50-51). It would have been obvious to a person of 
ordinary skill in the art at the time the Invention was made to employ the teachings of 
Engd within the system of Green, by storing ttie not forwarding data within the data 
communication protection device because; this would allow for the device to keep a 
record of possible unautiiorized communication stations; due to network problems, 
avoid having to buffer the data again; or use ttiis data to generate a reply (see Green: 
coLlO, line 60 to coLll, line 4). 

8. Claims 6 is rejected under 35 U.S.C- 103(a) as being unpatentable over Green et 
al. (US 6003084 A) In view of Boebert et al. (US 5864683 A), 

As per claim 7, Green teaches of does not teach that the device furthermore 
comprises Input means (18) linked to the comparison/forwarding means (15) for 
inputting commands relating to the display of the data. Boebert teaches of input 
means for inputting commands relating to the display of the data (see coL13, lines 22- 
28). It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to employ the teachings of Boetert within the system of Green, by 
comprising an input means for inputting commands within the data communication 
protection device because Green teaches of monitoring the communications (see Green: 
col.2, line 14; col.5, line 39; and col. 11, lines 57-60) and a visual display is another 
form of monitoring which can be performed. Furthermore, a display is only used when 
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there is a person using rt such as an administrator, therefore, would also have the 
ability to ovenide or make changes to the system by means of an input apparatus, 

9. Qaim 9 Is rejectaJ under 35 U.S.C. 103(a) as being unpatentable over Green et 
al. (US 6003084 A) In view of Barr (US 4763357 A). 

As per claim 9, Green teaches all the limitations except that the device is 
Integrated In the first communication station. Barr teaches of a secure communication 
device integrated at each station (see abstract, 2"^ and 3"^ sentence; and coL9, lines 9- 
11). It would have been obvious to a person of ordinary skill In the art at the time the 
invention was made to employ the teachings of Ban' within the system of Green, by 
Integrating the device In the first communication center within the data communication 
protection devkie because this would allow for each station to control all 
communications into and out of that particular station and reduce cost by reducing the 
need for a plurality of devices for a plurality of communication connections. 

Response to Remarks 

10. In response to the applicant's remarks regarding comments 1-6, 8, 10, 14-21, 
26, 27, 29, 31, and 32, references fail to show certain features of applicants invention, 
it is noted that the features upon which applicant relies (I.e., namely "'Rao") are not 
redted in the rejected claim(s). Although the daims are interpreted in light of the 
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specification, limitations from the specification are not read into the claims. See In re 
Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Or. 1993). Furthermore, it Is not 
the Green reference that is in prosecution, but rather the daim^ language of the 
applicant(s). Qearly Green teaches one of ordinary skill in the art all the functional 
limitations recited in the claimed language . 

Applicant's arguments fail to comply with 37 CFR 1.111(b) because they amount 
to a general allegation that the daims define a patentable invention without specifically 
pointing out how the language of the claims patentably distinguishes them from the 
references. 

In r^ponse to the arguments regarding ''physcaily open'', Green clearly teaches 
this limitation (see coLlO, lines 45-47). Whw Green di^oses, "cancel both sessions 
and close the connections", one of ordinary skill in the art would conclude that this 
teaches the limitation because closing the connection results In terminating 
communication and when communication links are physically opened the 
communication links can no longer transfer current Copened circuit") thereby 
preventing data to be communicated. Furthermore, the applicant(s) recited in 
comment 10 that such physical closure, although not appropriate, is possible and 
therefore teaches this limitation. 
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Oindusion 

11. THIS ACTION IS MADE HNAL. Applicant is reminded of the extension of 
time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MOI^fTHS from the mailing date of this action. In tiie event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisor/ action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action Is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
Uie advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS hiom the mailing date of this final action. 

12. Any inquiry concerning this communication or earlier communications fiiom the 
examiner should be directed to Michael Y Won whose telephone number is 703-605- 
4241. The examiner can normally be reached on M-Th: 6AM-3PM. 

If attempts to reach the e(aminer by telephone are unsuccessful, the examiner's 
supervisor, Hosain T Alam can be reached on 703-308-6662. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an ai^lication may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. ^ould you 
have questions an access to the Private PAIR system, contact the Electronic Bu^ness 
Center (EBC) at 866-217-9197 (toll-free). 



Michael YoupaWon 




August 10, 2004 



